Personal Data (Digital Twin) — There is only one you

— lets keep it that way!

1. Bill description

On 9" September, | will be bringing a Ten Minute Rule Bill, Personal Data (Digital
Twin), to crack down on tech companies turning people into algorithms. The Bill will
ban the creation of digital twins of people without the express permission of the
individual concerned.

Tech platforms and Al chat bots make models of individuals based on hundreds or
thousands or millions of data points from friends to content likes to purchases to
streaming preferences.

These “digital twins” are then used to predict our behaviour, to target advertising
and, in some cases, to groom extreme behaviours in ways outside of our control.
This stealth twinning violates the fundamental principle that a person should have
control over their likeness, and enables vast revenue streams, the pseudo
humanisation of Al and the sycophantic nature of chatbots amongst other harms.

The impact on children is of particular concern, given their potential exposure to this
technology literally from the cradle — a Al camera in their cot, a ‘smart toy’ on their
pillow, smart phones in their hands. Imagine someone was following your child with a
clipboard and made a note of everything they did. That is how these digital twins are
being created — what they ate for dinner, how they sat, what they watched on tv or
books they read before bed.

The definition of digital twin will cover deepfakes and personal likeness, and help
address the concerns raised by Pope Leo XV in his first encyclical — that Big Tech’s
level of knowledge of people’s personality and behaviours is an unacceptable
concentration of power and undermines our individual uniqueness.

No one has the right to impersonate you for gain, impersonating human likeness to
reap revenues or achieve social and political goals should not be legal. This Bill will
establish the principle that there is only one you, for everyone.

Page 1 of 3



2. Provisions in the Bill

The Bill will make provision to ban the creation of digital twins, without the explicit
consent of the individual concerned.

The Bill will establish the term explicit consent for adults using existing UK GDPR
article nine.

The Bill will make explicit provision for the protection of children, for example their
consent cannot be given below the age of thirteen.

The Bill will make provisions for appropriate exemptions from the requirement to
obtain consent, such as for educational research purposes or deceased individuals.

3. Definitions

Digital Twin
The provisional definition, subject to amendment, of digital twin is:

e Adigital twin is a digital replica or electronic representation of an individual,
created using a computer, algorithm, software, tool, artificial intelligence, or
other technology, and which is created to simulate human appearance and/or
cognitive performance; and which possesses characteristics such as speech,
knowledge behaviour, interactive capabilities, personality, values and/or
preferences.

Explicit Consent:

Given the scale and type of sensitive personal data used to create digital twins,
explicit consent correlating with the consent requirements for the processing of
special categories of data under the UK GDPR (Article 9) will be most appropriate.

Consent is defined in Article 4(11) of UK GDPR as

e "Any freely given, specific, informed and unambiguous indication of the data
subject’s wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him
or her”.

4. International Examples

France

French Image Rights — Article 226-8: A person’s image right is part of the right to
privacy. Article 226-1 and 226-8 of the French criminal code prohibit the publication
of a picture of a person without their consent or the creation of Al-generated
deepfakes identifying a person without their consent.

Tennessee
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Tennessee’s ELVIS Act grants individuals a property right in the use of the
individual’s name, photograph, voice or likeness in any medium in any manner. The
rights are freely assignable and licensable, and do not expire upon the death of the
individual but pass to the executors, assigns, heirs, or devisees of the relevant
individual.

Denmark

Under amendments to the Danish Copyright Act 2014, Denmark have granted
citizens full ownership rights over their personal likenesses, including their face,
voice, and body. In addition, the law requires platforms to act quickly on takedown
requests. If they fail, they may face fines or legal action. As a result, companies must
respond without delay.

The law also creates a clear path for content removal. Victims can seek
compensation for reputation damage. This applies to unauthorized synthetic media
and Al-generated deepfakes.
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